Specialised Programme on Reducing Cyber Crime through Knowledge Exchange and Capacity Building
Objective:
· To understand the network and e-security concepts & terminology 

· To understand about various types of vulnerabilities and it’s exploitation 

· To prevent attacks and other threats in a network or internetwork and applying various countermeasures

· To enable participants to investigate various type of cyber crimes

Course Content:
1. Introduction to Cyber Crime

· Definition

· Types of Cyber Crime

· Impact of Cyber Crime
2. Computer Network Fundamentals
· Networking Basics 
· OSI Model and Protocols
· TCP and UDP Header 
 IP Protocol
· IPv4 Header and Address

· IPv4 Subnetting

· CIDR

· VLSM

· IPv6 Header and Address
  Router Configuration and Security
· Router Modes

· Setting and Breaking the Router’s Password

· IP Routing

· Configuring Dynamic Routing Protocol and Authentication (EIGRP and OSPF)

Switch Configuration and Security
· Setting and Breaking the Switch’s Password
· Configuring Port Security
· Configuring VLAN and Inter-VLAN

Computer Network Security
· Introduction to Access Control List (ACL)

· Configuring Standard ACLs

· Configuring Extended ACLs
3. Understanding and Securing Windows Server 2012 Computers
· Infrastructure and ADS

· User Authentication and Group
· Resource Security 

· Encrypting File System 

· Windows Firewall
· Virtual Private Network

· Drive Encryption

· Auditing for Server Security
4. Understanding and Securing Linux Computers 

· Linux Operating System

· Linux Administration 

· Linux Network Files, Network Commands 

· LUKS Disk Encryption

· GNU Privacy Guard(GPG)

· System Auditing

· Software Maintenance

· Firewall using IPtables

· Auditing and Syslog
5. Cryptography and PKI
· Cryptography basics 

· Requirements for cryptography  

· Different types of ciphers  

· Caesar Cipher

· Hill Cipher 

· Vernam Cipher

· DES

· RSA

· Digital Signatures & PKI  

· Authentication functions-Message authentication codes 

· Algorithms (MD5, Secure Hash Algorithm)
· Authentication Protocols 

6. Attack Techniques
· Information Gathering
· Sniffing,ARP Cache Poisoning & MITM Attack

· Brute Force Attack

· Virus,Trojan,Backdoors
· Recording Keystrokes 

· Denial of Service Attack

· MAC Spoofing through Kali Linux

· DNS Spoofing through Kali Linux

· E-Mail Spoofing & Phishing Attack

· Network Traffic Encryption

· Web Vulnerabilities
 7. Introduction to Cyber Forensics 

· Definitions

· Principles of Cyber Forensics 

· Usage of Cyber Forensics 
· Purpose of Forensics 

· Types of Electronic Stored Information 

· Location of Electronically Stored Evidence
· Evidence Collection

· Order of Volatility
· Hard Drive Basics 

 Disk Forensics 

· Acquiring  the hard disk, USB or other devices

· Analysis of the hard disk and other external devices
· Registry Analysis
· Tools and Case Study
 Live Forensics

· Key Forensic Acquisition/Analysis Concepts
· Volatile Evidence Gathering and Analysis
· Live Response
·  Forensic Evidence Acquisition and Imaging

· Tools and Case Study
Network Forensics 

· Wireshark

· Log analysis
· Email Tracing 
· Tools and Case Study
Mobile Forensics

· Accessing Mobile Devices
· Acquiring mobile devices

· Processing of SIM Cards
· Forensic Examination of Data
· Tools and Case Study
Utilities
· Recovery of passwords from documents
· Steganography
· Recovery of Data from Browsers
Firewall and IDS 

· De-militarized Zone 

· Firewall types

· IDS

· Functions of IDS agents  

