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PG Diploma in IT Infrastructure, Systems & Security (PG-DITISS)
Course Modules:

	Sr. No.
	Module Name
	Hours

	1.
	Fundamental of Computer Networks
	80   

	2.
	Concepts of Operating System and Administration
	210

	3.
	Security Concepts
	170

	4.
	Network Defense and Countermeasures (NDC)
	70

	5. 
	Cyber Forensics 
	30

	6.
	PKI
	50

	7. 
	IT Infrastructure Management  
	90

	8.
	Effective Communication
	50

	9.
	Aptitude & General English 
	50

	10.
	Project
	100

	
	Total 
	900


Contents

Fundamental of Computer Networks
 (80hrs) 

Introduction to communication system, issues in Computer Networking, Overview of Transmission Media, OSI Layers, TCP/IP Models, Overview of LAN (local area networks), VLAN (virtual local area network),Overview of VXLAN, Overview of STP,VARP, Overview of WAN (wide area networks), Discussion of Networking Protocols, Access List, IP Addressing (Fixed Length Subnet Masking, Variable Length Subnet Masking, Classless Inter Domain Routing), Static Routing and Dynamic Routing (RIP, RIPv2, EIGRP, OSPF), Introduction to NAT and PAT, TCP, UDP, IP, ICMP, Bridge, Network TAP, Hub, Switch, Router, Introduction to IPv6, Introduction Software Defined Network, Overview of SDN Controller, Virtual Networking, Open Daylight.

Concepts of Operating System and Administration
(210hrs)

Concepts of OS 

(20hrs)

Architecture of Operating System, Process Management, Memory Management, File system Management, Network Operating System

Windows Operating System and Security Issue
 (90 hrs)

      Overview of windows operating system, Overview of Administrative Tasks and Tools

Installation of windows operating system, Windows 10/ server 2016 core, Deploying Windows with  WDS, Network Configuring, Implementation of infrastructure of windows networks, File system and disk management, Managing disks with Distributed File System (DFS), Securing file systems with EFS & Biometric configuration, DHCP & DNS server, System center configuration management, Introduction to Systems Management & Service Delivery, System Center Configuration management, System Center  Endpoint Protection ,Implementation, planning and maintaining of active directory infrastructure, Configuration of IIS SQL server, web server and Exchange server, Implementing and administering Active Directory, User accounts and groups in an Active Directory Domain, Implementing WINS and Dynamic Host, Registry settings, System Configuration Settings, Introduction to Performance Tuning, Maintenance and troubleshooting, Introduction to Microsoft Windows 10/ server 2016 security, Security issues at the Active Directory level, Authenticating users and clients, Planning the administrative structure for security groups, Using smart cards for network authentication, Evaluating and analyzing workstation security, Securing network services: DNS, DHCP, RIS, SNMP and TS, Microsoft Azure Cloud Integration/Backup, Microsoft Windows os Licensing model, Power shell Scripting, Windows Power Shell Technology Background and Overview, Power shell Error Handling and Debugging, Windows Administration using power shell, Background Jobs and Remote Administration, Windows Power Shell Tips & Re-Using Scripts and Functions

Linux Operating System and Security Issue 

(100hrs)

Systems Concepts, Startup Files, Linux boot process, Installation of Linux, A hands-free method of installation, Understanding the boot procedure, Configuring the GRUB boot loader, Disk partition, Controlling and managing  Services, Repository configuration, User administration of Linux, Network Configuring, Network Teaming/Load balancing, Define network route, Using SSH for network communications, Using VNC for remote management, Network Authentication, Patches & updates, System Configuration Files, Perform System Management, X configuration server, Setting up an NFS server, Setting up an FTP server, The Samba Server: networking with Windows system, Configuring a DHCP server, Configuring a DNS server, Configuring the Apache web server, Configuring the Squid web proxy cache, Using send mail server, Dovecot: an IMAP and POP server, Performance Tuning and system hardening, Maintenance and troubleshooting, SE LINUX/ APParmor, Basic Service Security, Log Management and NTP, BIND and DNS Security, Network Authentication: RPC, NIS and Kerberos, Apache security(SSL), Overview of Linux versions/releases, KVM / xen , Bash Scripting, Introduction to BASH Command Line Interface (CLI) Error Handling Debugging & Redirection of scripts, Control Structure, Loop, Variable & String  Conditional Statement Regular Expressions, Automate Task Using Bash Script Security patches, Logging & Monitoring using script

Security Concepts

(170hrs)

Application Security (100hrs)       

MySQL (20 hrs)    

Introduction to MySQL, Installing and Configuring MySQL, Queries in MySQL Database Security Principles, Authentication Bypass, Data Extraction, Advanced Identification/Exploitation, Order by/group by, Encoding/decoding Injection in Insert/Update, Other HTTP fields, Injection in stored procedures

Web Application Security (24 hrs) 

Web application Security Risks, Identifying the Application Security Risks, Threat Risk Modeling, OWASP Top 10 Concepts. 

Python(56hrs) 

Introduction to Python, Python basics, Data Types and variables Operators, Looping & Control Structure List, Modules Dictionaries, string Regular Expressions, Functions and Functional Programming, Object Oriented Linux Scripting Environment, Classes, Objects and OOPS concepts, File and Directory Access Permissions and Controls Socket, Libraries and Functionality  Programming, Servers and Clients Web Servers and Client scripting, Exploit Development techniques, Writing plugins in Python, Exploit analysis Automation Process, Debugging basics, Task Automation with Python 



Ethical Hacking (70 Hrs)        

Basics of Information System, Classification of Threads and attacks, Protecting Information System Security, Cyber Laws, Security in mobile and Wireless Computing, Security Policies and Measures in Hand Held Devices, Security Policy, Standards, Social engineering, Information Security risk analysis, Data Privacy Fundamentals, Penetration Testing fundamentals, Foot printing and scanning, Enumeration and Step-by-Step vulnerability finding, Linux and Automated Security Assessment Tools, Trojans and Backdoors, Viruses and worms, Sniffers, session Hijacking and Denial of Service, System Hacking, Web Server Hacking, Web application Vulnerabilities, Honey pots, Google dorks, Phishing 


Network Defense and Countermeasures (NDC)            (70hrs)


Security Fundamentals, Firewalls, Types of Firewalls, Overview of NextGen Firewall, Limitations of firewall, Intrusion Detection And Prevention, Intrusion risks, Security policy, Monitoring  and reporting of  traffics, Traffic shaping 

Investigating and verifying detected intrusions, Recovering from, reporting and documenting intrusions, Define the Types of intrusion Prevention Systems

Intrusion prevention system basics, Limitations of  Intrusion Prevention System

Spoofing Detection &Prevention, DDos & Dos mitigation techniques, Qos Policy

Introduction of Web Application Firewall, Packet Signature and Analysis, 

Virtual Private Networks, Deploy and managing  VPN, VPN Performance tuning and error handling, DMZ and  virtual host, Introduction of Reverse proxy and policies  


Cyber Forensics  
(30hrs)


Introduction to Cyber Crime and Cyber Forensics, Basic Forensic Principles, Computer Forensics, Types of Cyber Forensics Techniques, Cyber Forensics Procedures, Detecting Incidents, Handling Evidence, Encoding and Encryption, Cyber Forensics Tools: Sysinternals Suite, FTK Forensics Tool kit, FTK Imager, OSF, Hex, Cyber check Suite 

PKI 
(50hrs)

Understand Basic Encryption Concepts, Attacks Against Encryption, Understand Private Key Encryption, Understand Public Key Encryption, Cryptography, Fundamentals, Cryptographic Algorithm and protocols, Symmetric Key Encryption Algorithms, Public Key Algorithms, Cryptographic issues, Strong Authentication, Digital Signatures, PKI Standards, PKI Fundamentals, Implementing Security, Cryptographic Attacks and Defenses, Understand Key Management, Understand Trust in the System, Secure E-Mail Implementation, File Encryption Solutions


IT Infrastructure Management

(90hrs)

Introduction to ITIL 
(18 hrs)

Service Strategy, Service Design, Service Transition, Service Operation, Continual Service Improvement 

Data Center Management   (72 hrs)

Introduction to DCM, Data Center design, Data Center Security Procedure, Server Security, Storage area network, Virtualization, LXC Docker Vagrant kvm Hyper v, kubernets, Introduction of Vmware Vsphere cluster, Introduction of Virtual Private Cloud (VPC), Private Cloud Setup, Automation Using Cloud API, Server Orchestration, Cloud Logging and monitoring, DevOps. 


Project (100hrs)
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